
Introduction 
 
Information Gathering and espionage on servers is always a first step in 
penetration testing, and the developers of Novell make it extremely difficult from 
the server console to get any kind of information off the server, however there 
are a number of simple tools bundled with Netware to make extracting 
information from the server via the client very easy, this section of the article will 
outline the subtle differences in the console while taking a look at the in-depth 
tools that will allow the user to extract information from the console.  
 
 
  
Server Console Variants  
 
 
The main difference between each of the server consoles (if one were to look at 
them in passing) is the appearance of the GUI, the server at first glance appears 
to have a java look to the GUI, giving the illusion of a older Solaris variant, this is 
true mainly because the Novell GUI is java based and a major component of 
Netware is java, however don’t let the look of the OS fool you, the look and feel 
may be similar to Solaris however at the core it is a very different system.  
 
If there is no GUI present and the system has been in place for several years it is 
safe to assume that the OS is Netware 4 or bellow, this is largely due to the 
difficulty of disabling the GUI on start, however most competent security 
administrators will exit the GUI when they get the server setup correctly to 
prevent “pass by reconnaissance” of the system. The reason that I suggest 
Netware 4 if a GUI is not present is simple; the GUI was not a major component 
of the OS until the introduction of Netware 5 
 
 

 
Remote Netware Console: Netware 4  
 
Things get slightly more complicated with the introduction of Netware 5 and 6’s 
GUI’s mainly due to the fact that they are mostly identical in nature. The most 
subtle difference however is the sharpness of the icons and the background 
picture. Because of the GUI’s simple design and the designers put very little 
development time into it, the features for changing the background are not 



exactly evident. Therefore most of the administrators (as I did thought this 
project) didn’t bother changing the default background 
 
 

  
 
 

 
 
The two pictures above illustrate the differences in GUI configuration in the Two 
OS variants, the top being Netware 6 (significantly sharper image as well as a 
more visual background) while the bottom being the Netware 5 GUI 
 
 
Console  
 



If a Netware server is observed from the console and not the GUI it is quite easy 
to mistake the server for a Linux environment as the consoles look remarkably 
the same, both start with a simple prompt and use different colored text to 
illustrate different system components. However there are differences. The most 
major being the Linux console will display the machine hostname and the path 
(as illustrated bellow) for example local host root # whereas the Netware console 
will only display the server hostname (bottom picture) and no directory location 
due largely to the fact that the console of the Netware workstation was never 
indented for directory browsing.  
 
 

 
 
 
 
 

 
 
 
 
 
Gathering Information from a Workstation  
 
The first of several tools is oddly enough the Novell client itself, unlike windows 
which will only tell you a domain name; the Netware client allows the user to view 
the server name, the tree name and the context. And if the user clicks on the 
context tree and server buttons allows the user to browse through the directory 



looking for objects to connect to, this allows the user an idea at how the directory 
is broken down and the server hostnames without the need to login  
 

Client with Details 
 
 

Tree 

Contexts 

Servers 
 
 



Also the Novell connections menu item (located under the red “N” icon in the 
system taskbar) will allow the user to view connection information and the 
servers they are currently connected to. In a large environment the user could 
potentially gather critical information about a number of servers on the Netware 
network  
 

 
 
 
By clicking the Novell connections item in my network places, the user can 
browse the tree gaining information about contexts and the servers associated in 
them. All volumes are displayed unless the user doesn’t have access to the 
specific volume 
 

 
 



 
 
In the above section of a typical Netware context, we can see organization units, 
printer Queue’s Server Names and volumes 
 

 
 
By right clicking on a server object and clicking properties the user can view an 
incredible amount of information, including a LDAP server name, Licensing 
Information, Reversion of the OS (Indicating service pack) OS Version and 
server name and IP/IPX information  
 
 
 



 
The next tool that is very useful in gathering information on Netware systems 
from a client point of view is NWADMIN32. This tool included in Netware 4,5,6, 
6.5 and the newest edition open enterprise server was originally intended as a 
administration tool for adding users, groups, assigning permissions and other 
simple tasks like that. Even though this program was replaced by Console1 in 
Netware 6, it is still included in the public access directory of all Netware servers 
and mapped to a user desktop by default.  
 
This program gives the user detailed information on the directory structure and 
the usernames of all the users in a specific context or tree (depending on 
assigned access rights) this is a perfect starting point for social engineering 
attacks, mainly due to the fact that user information (department, first name, last 
name phone number) are accessible to virtually every user on the system 
 
It is however worth noting that the more complicated the e-directory (especially 
when the newer features of Netware 6.5 like iprint and net storage are added) the 
more likely that NWADMIN will crash. This is also dependent on network 
utilization.  
 
 

 
 
 
 


