Investigating Novell Workstations

Understanding workstation management

Novell workstation management exists on a two tier scale the first being
the simple Novell network OS and connected clients, this implementation offers
very little to work with as far as workstation management is concerned, clients
login and logout most times writing documents to there automatically mapped
home directories and unless a program like farfonics deepfreeze is installed all
changes are written to the hard drive as if they were using the computer without
a network operating system, in straight Netware environments (otherwise known
as non zenworks environments) desktop investigation follows the same principles
as with a stand alone computer.

The other tier of Novell desktop management (the more popular
implementation) is the Zenworks desktop management suite (versions 4, 6.5 and
7) this allows administrators to mimic the popular active directory style of
workstation management and makes forensics slightly more complicated. With
Zenworks (the name zenworks meaning Zero Effort Networks) administrators can
install group policy controls and manage user’'s home directories, all without a
additional windows server. Zenworks is a very robust management tool that
allows administrators increased controls over there networks. From a security
perspective zenworks is a necessary addition to any reliable secure Novell
network.

In addition to windows desktop management Novell has also developed a
Zenworks Linux management and a Linux client for Novell, at this point however
the actual management of the users experience with zenworks is non relevant to
the Linux implementations as the zenworks Linux platform does very little to
enhance or secure the users desktop, the main application of Zenworks Linux
management is application deployment and desktop inventory management. And
as with non zenworks environment when investigating user’s desktops on the
Linux Novell client proceed as normal when investigating a Linux desktop.



Investigating a Desktop

Like its windows counterpart when a workstation is managed with
Zenworks the users personal settings are stored in a roaming profiles are stored
in the users home directory this allows us a detailed view of how the users
workspace looks and feels not only from a evidence point of view is this data
valuable it can also give you a interesting look at the suspects psychological
mindset

@ C:\Documents and Settings\Brien |._||E”§|
File Edit ‘Wiew Fawaorites  Tools  Help ,Z#

@Eack - \_,,} LE pSearch lf‘ Folders v

address |9 C:\Documents and Settings\Brien b | G0

: — —

File and Folder Tasks acad LJ 1__‘_;‘

:j i el 1 el e Application Brien's Cookies
Data Dacuments

@ Publish this Folder to the

Weh ey I }
led Share this Folder L’J * -

Deskkop Favorites  Local Settings

Other Places
| |
£ ! |
iCh Documents and Setkings i -
E} My Diocurments My Recent MetHood FrintHood
e Docurments
i My Computer
fﬂ My Metwark Places ; L;J
SendTa Skart Menu Templates
Details
Brien e -‘: L Tf“'
File Folder e
Dake Modified: Saturday, MTUSER.DAT  WTUSER.LC... nkuset ini

Jarnuary 01, 2005, 7:54 PM

Above is a typical users roaming profile, depending on the data this collection of
folders can be anywhere between 1mb and several gigabytes of data and can be
examined at length via a administrators console while not running the risk of



using the suspects computer directly. (For more information about investigating
the roaming profiles directory see the investigating users home directories
article). This information is invaluable to someone investigating a user’s desktop
because unlike windows zenworks will allow for separate user profiles for each
version of windows. Although this feature is usually disabled in favor of a
common roaming profile for all Windows NT series operating systems however a
user wishing to hide data may effectively do so by turning on this feature and
using a non standard company OS, this would be very effective as by default
Novell networks do not require a administrator password to join the tree, so
anyone can plug any OS into the network, install the Netware client and connect
to the network.
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in the example above the administrator is configuring policies for Windows NT-
2000 and XP however if the administrator were to configure separate policys for
each of the three OS’s then separate roaming profiles would exist for each OS



Storage Locations:

Using the most taught and most logical implementation strategy for Novell
zenworks roaming profiles it is best to store the profiles in the users home
directory, however this can be overridden and the profile can be stored on any
network volume for investigative purposes it is important to note the location of
the roaming profiles through the consolel program with the Zenworks snapins
included as pictured in the bellow screenshot
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Local Users and Groups

As Novell Netware is not a windows based application and the client program is a
windows add in there are some difficulties that could make forensics work
complicated, the most notable when it comes to desktop management is the
GINA or login routine when it comes to profiles. As windows must authenticate
everyone through its local database or a active directory database Novell users
are often faced with the problem of having to create built in “users” accounts on
the windows machines and also authenticating through the edirectory, this
process of having everyone share a windows profile is tiresome and incredibly
insecure (unless a product like deepfreeze is used) so to combat the problem
Novell introduced a feature called Dynamic local user with Zenworks. This
feature creates a windows user based on the e-directory credentials and input it
into the working local windows user database with the option to add groups,
remove the user at log out or manage a existing user if necessary.

This feature is enabled in consolel through the zenworks snap-ins (see below)

Properties of User Package:Windows XP:Dynamic Local User _ 5[

ymamic Local Ugser - | ND'S Rights - | Cither | Right= to Files and Folders
Dynamic Local User

¥ Enable Dynamic Local User

Configures user on Windowes workstation after successiully logging into workstation
[ Mahage existing user account (if any)
[ Use elirectory credertials

[ “alstile user (Remove user after logout)

User name:

Full narne:

Deszcription:

Memkber of: Mot member of:
Administrators
Eackup Operators

=5 Add Guests
Remove == Paowver sers

Replicatar

Cusztam... |
Page Optiohs .. | (024 Cancel | Apply | Help |




i Console1 - [Console Root'Local Users and Groups (Local)\Users]

Rl Acton View Favories Widow  Help

&9 BEAB 8

C_I Cansole Root | Name | Full Name | Description
=} ﬁ Local Users and Groups (Local) & vrware_ser_ _VIWEre_Lser Whwrare User
@ Users ] TUser Application Center Test Accaunt Account used o launch the Application Center Test Broker and,
(0 Groups & dministrator Buit-in account for administering the computer fdomain
[Nz 5P NET Machine Account ‘Arcount used for running the ASP.NET worker process (aspnet.
st Buit-in accourt for quest access 1o the computer damain
elndssistant Remote Deskinp Heln Assistant Account Arcount for Providing Remote Assistance
fan Tan Thomson Arcount created by Movel's Warkstation Manager |
S0LDebLgger S0LDebugger This user account is Used by the Yisual Studio NET Debugger
&SIUPPORT 38854530 CN=Microsoft Carporation L=Redmond, S=Washington,C...  This is 2 vendor's account for the Help and Support Service

When successfully completed the users are added into the windows users
database as illustrated above.

From a forensics point of view this is often a stumbling block of most
investigations as when investigating the desktops from a logged off state it
appears as if the user was never on the computer begin with, therefore it is
important to remember to check the roaming profile when investigating zenworks
environments and to perform a standard windows check anyway.

Dynamic local users do however have there advantages, because of the
migration between Edirectory account and Windows account the users password
hash is copied into the windows database (also removed at logout) however if it
is necessary to find out the users password instead of simply changing it running
a program like LC3 on the users machine will revile the password.

As depicted bellow the user managed by Zenworks account “ian” is entered into

the database.
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Conclusions and Summery

This article has outlined the steps of how Novell zenworks interacts with
the windows clients it manages and how data is exchanged between the
zenworks application and the windows server. It is meant to inform users of how
to properly investigate users operating with zenworks. However as zenworks is
not made by Microsoft it is not perfect and much of the cached data that is
usually found on windows workstations is not removed on logout by zenworks,
therefore it is very critical to investigate the user with the procedures described
above and standard forensics practices used to investigate windows computers.



