
Novell Netware Console Forensics  
 
Introduction 
 
 
For all its features Novell Netware has several problems that make forensics very 
difficult to manage. One of the most interesting however is the “login less” 
console, the component of the OS that allows the user to boot the server and 
enter a root prompt without the need to enter a user name or password. As 
discussed in the security section of this project there are several ways of making 
the console more secure, the lock console function as well as BIOS functions 
preventing the user from executing a physical denial of service attack against the 
network. However this article will focus on the forensics behind the client, what 
happens when the user does exploit the system and what happens after? How 
do we proceed with an investigation? Unfortunately the answer is limited there 
isn’t much forensics work that can be done due largely to the fact that there is no 
console login command. We can however log what is being done at the console, 
and the times in which they are done at. This in conjunction with secure locking 
chassis’s and physical server room security cameras should be sufficient to 
provide a forensics environment.  
 
 
Console Log File  
 
Novell by default makes a small log file for troubleshooting purposes this log is 
accessible thought the Novell Netware GUI under the Novell Menu and clicking 
the Console Log Button  
 



 
 
 
The problem with this log is that it is by default trimmed to a very small amount, 
because for the most part its intended to provide troubleshooting for the server.  
 
 
Auditcon  
 
Novell however did build a command into the server called Auditcon, by 
executing this command at the server prompt it will allow for a more extensive log 
file to be created. This command will create the log file in the SYS:ETC file, 
however admin privileges are needed to view this directory.  
 
 


